A GUIDE TO IPTV AND
SIGNAGE DISTRIBUTION SYSTEMS
How to specify and design an IPTV, streaming and signage system

In partnership with
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OVERVIEW
Installing an IPTV or digital signage
system was often a compromise
between budget and application
while the limitations of technology
frustrated the ambitions of corporate
communications teams.
Not anymore. Continuing advances in technology
from greater bandwidth capacity to 4K screens
are presenting organisations with unprecedented
access to sophisticated high quality video
communications. Whether streaming live TV
or video on demand, showcasing advertising,
inserting web feeds or providing emergency
alerts, the use of IPTV and digital signage systems
are being put to use daily on an incredible global
scale to meet demanding business goals.
Where IPTV and digital signage were once siloed
applications, the underlying technology has now
converged, opening up the ability to distribute
web content and TV pictures alongside a full array
of media sources while freeing AV teams to deliver
on their core creative competency.
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However, the installation of a broadcast style
service in a corporate environment remains a
big undertaking for any organisation and the
technical barriers can seem daunting.
The risks of not meeting the original business
goal, or overshooting on the operational cost of
the project, can occur when key equipment is
sourced from multiple third party suppliers, only
later revealing its hidden incompatibilities. The
risk is often exacerbated when the equipment
fails, or is not properly installed, upgraded,
monitored or maintained.
On the other hand, a properly integrated suite
of software and hardware products can create
a comprehensive and fully managed IPTV,
streaming and signage system and provide
company AV and IT teams with confidence in its
longevity.
This paper explains how companies embarking on
an IPTV/digital signage deployment can eliminate
risk of failure and maximise return on investment
with proper planning of the network architecture
and securing the right business partner.
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INTRODUCTION
A global growth phenomenon
The demand for streaming high quality
multimedia in a corporate environment is at
an all-time high. According to analysts IHS, the
digital signage industry is becoming increasingly
prevalent throughout the world, with many
companies employing this ‘place-based media’
to relay pertinent information at the right time,
in the right place, to the right audience.

Already a multi-billion pound market, the
industry is growing fast. Grand View Research
expects the global digital signage market to reach
US$20.03 billion by 2020, growing at a CAGR of
8.18% between 2015 and 2020. In another study,
Markets and Markets estimates it will attain
$23.76 billion global revenues by 2020, growing
at an estimated CAGR of 8.94% from 2014.

Digital signage displays are used by retail stores,
restaurants, stadiums, hotels, corporate entities,
and public transportation, to name a few, show
programming, advertising, information, or other
relevant content with a common objective of
delivering targeted messages.

IHS suggests growth will be driven by the
availability of larger flat panels with ultranarrow bezel displays, higher resolution, lower
power consumption and a variety of content
management software. Another key driver, states
IHS, is the lower total cost of equipment which
continues to drop annually.

WHEN IPTV AND DIGITAL SIGNAGE CONVERGE
Digital signage is usually defined as any
kind of electronic display for the purpose
of displaying content such as digital
images, video, streaming media and
information.
IPTV (Internet Protocol Television) is a method
of distributing rebroadcast television and/or
synchronised AV content over an intranet or
the Internet.

1
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Users can choose to distribute an almost
unlimited number of channels from any
combination of sources: from digital terrestrial
TV and digital satellite TV to locally generated
content, such as PowerPoint presentations,
JPEGs, PNGs and HTML web content. Typical
applications include video conferencing,
distance learning, distribution of software,
stock quotes and rolling news.

http://www.grandviewresearch.com/press-release/global-digital-signage-market
http://www.marketsandmarkets.com
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WHEN IPTV AND DIGITAL SIGNAGE CONVERGE
Clearly similar in terms of media distribution,
these platforms are identical in more ways
than one.
Both incorporate the same group of
technologies: flat-panel screens (LCD, LED
or OLED), media players and a content
management server connected over a LAN
(Local Area Network) and/or WAN (Wide
Area Network), wired or wirelessly. Both are
found in use across public as well as private
environments that include retail outlets,
shopping malls, corporate offices, banks,
government buildings, hospitals and hotels,
among others, to support a vast gamut
of applications from brand building to
corporate communications to enhancing
the environment for customers.

Once separate, the applications are
converging. A better definition for IPTV/
digital signage might be a centrally controlled,
content distribution platform to playback
digital content to one or many displays,
screens or mobile devices.
As bandwidth speeds increase, the capacity
of a network to stream video has opened up
the traditional digital signage market to wider
creative application. Similarly, corporate users
who might once have opted to distribute TV
channels around a closed network now have
the opportunity to add content traditionally
associated with digital signage such as
advertising, brand messages or logos as
part of a multimedia mix. Public venues, in
particular sports stadia, can add revenue
streams by leveraging these services and
offering them to advertisers as a means to
connect with a large, captive audience.

TAKING ADVANTAGE OF 4K
One of the most fundamental recent
technology changes is the advent of 4K, a
picture resolution four times that of HD.
IPTV/digital signage systems with higher
resolution screens and bigger displays
(including video walls) are becoming
increasingly popular due to their ability to
play engaging, targeted and multimedia
messages.

4K
1080p
720p
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‘As the 4K ecosystem continues to mature,
further revenue growth for media players,
set-top boxes and PCs will be driven by the
expansion of 4K digital signage solutions,’
states Sanju Khatri, Director, Digital Signage
and Professional Video at analysts IHS.
“An increase in the availability of 4K media
players, along with decreased costs for
entry into the space, will help propel
strong growth.”
Displays capable of presenting 4K have
radically reduced in price making them a cost
viable option for adoption as standard in new
IPTV and digital signage applications.
With a horizontal resolution of 4000 pixels,
a 4K picture on a 55-inch looks at its best from 8
feet away and means that larger flat screen sizes
can be utilised without dropping image quality.

www.mediastarsystems.com
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TAKING ADVANTAGE OF 4K
This is clearly advantageous where premium
brand advertising or the highest quality video
content is important but the benefits are less
immediately applicable to corporate video
production where communicating information
is the priority and HD still dominates. Although
compression schemes such as H.265 are
evolving to deliver higher quality over the
same (or similar) bandwidth, 4K does entail
transporting more data demanding capacity
which most corporate and retail networks will
not yet have.
However, the larger real-estate and greater
pixel count of 4K screens offers organisations
far greater diversity to distribute media. Many
organisations are choosing to populate 4K
screens with multimedia including live TV,
horizontal tickers of breaking news and inscreen windows conveying other information,
text or logos. A popular choice is to incorporate
company websites alongside live video streams.

FEED 1

FEED 3
FEED 4

FEED 2

FEED 5

This represents a step change in the ability of
corporates to disseminate sophisticated brand
messages and corporate communications.
Furthermore, with an IPTV/digital signage
system the media mix can be tailored to zones
on a network, to groups of screens or individual
screens, further opening up the creative
and business opportunity.

THE IMPORTANCE OF MULTICAST
The underlying enabling technology for
IPTV is Multicast. This is an established
mechanism for sending data to large
numbers of users over a network as a
single transmission. This is opposed to
Unicast which stacks transmissions and
bandwidth usage while sending data on
request to individual devices. Multicast
is, therefore, bandwidth conserving
technology which not only reduces data
traffic crossing the network but reduces
the number of servers required.

1
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Multicast is the most efficient means of
delivering high resolution multimedia content
to any number of end users.
Multicast saves on capital costs by requiring
fewer servers.
Multicast saves on operating expenditure
by placing less of a burden on the network
and it saves on power consumption.

https://technology.ihs.com/532531/digital-signage-revenue-to-grow-10-percent in-2015-ihs-says
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IS YOUR NETWORK SUITABLE?
When considering installation of an IPTV
system, the first intelligence a prospective
customer must determine is whether the
network infrastructure can cope with it.
A starting point for discussion with the
client’s IT team is if the network is multicastenabled. Are there any existing throughput
bottlenecks in the system?
The IPTV network must be capable of sustaining
bandwidth-intense, high availability multicast
transport streams (carried in the standard
MPEG2 Transport Stream) across multiple
subnets, vLANs (virtual LAN) and WANs.
The infrastructure must ensure media multicast
packets are not dropped or duplicated. Duplicate
or dropped packets cannot be recovered and
cause picture breakup or corruption.

In partnership with

The good news is that network architectures
are advanced to the extent that Cat-5 or Cat-6
Ethernet cables capable of transmitting speeds
of 100 Mbps (otherwise known as 100BASE-T) are
common and suitable for IPTV implementation.
IPTV networks place a constant and elevated load
on the network infrastructure, requiring network
switches to meet specific minimum criteria. The
overall switch capacity needs to exceed the total
streaming bandwidth with a healthy margin to
avoid contention.
Switch vendors offer different experiences
in configuration and setup that determine
installation and ongoing support overheads.
Selecting the right switch platform is the
difference between point and click GUIs for
small to medium installations and needing a
dedicated network team with vendor specific
qualifications for corporate deployments.

www.mediastarsystems.com
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THE VALUE OF IGMP
Multicast is hardware and bandwidth
efficient but if it is not managed correctly
the technology can be problematic. The
way multicast works by default is that it is
delivered everywhere, at the same time.
In an unmanaged environment, multicast
can cause contention for network clients
and inconsistent video playback.

It is usually a default specification in medium
to enterprise level switches.
A multicast IPTV/digital signage system will
work flawlessly over a fully configured IGMP
environment.
The client’s network team need to be aware
of the IPTV protocol requirements.

The solution is IGMP. The Internet Group
Management Protocol is an integral part of
IP multicast. It is a communications protocol
comprised of two switch-based services to
ensure only requested multicasts are
delivered to network clients.

THE COMPONENT TECHNOLOGY
Whatever the scale or scope of an IPTV/digital signage deployment, the common components
include: displays, media players and content management systems (plus of course content
sources such as audio, video, web feeds, graphics, even third party advertising).
a) Displays
Some resellers may be tempted to incorporate
standard 4K consumer displays into their
solution. These screens, even from reputable
brands like Philips, LG and Samsung, will
feature bespoke audio visual decoders that
will not be as fully featured, or offer anywhere
near as much control or processing power, as a
dedicated media player for IPTV/digital signage.
There is a difference between reliable
industry IPTV technologies (rs232 control)
and unreliable vendor specific commercial or
domestic technologies such as CEC. Consumer
electronics manufacturers regularly update
their operating systems (OS) but how will
the client know that their screens need
updating, or will be updated so that the OS
works consistently across every device on the
network?
There are more questions to consider:
Is every screen’s performance monitored
so that problems can be alerted, diagnosed
and resolved?

08
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If any screen in an IPTV/digital signage network
goes down because of a lack of control, clients
are not only missing out on potential revenue
but fall-over risks damaging their brand.
Security is another critical issue in any IPTV/
digital signage installation and is essential for
most public-facing organisations, particularly
for banks, government institutions or defence
sites. Ad hoc installations of TVs will typically
have the ability to playback content aimed at
the home market from home storage. The
software will typically not support encryption. If
securing the network is a prime concern, then
standard commercial TVs are inappropriate.
There is no industry standard for encrypting
media streams. Instead, there are multiple
different encryption techniques. You will need
to work with a vendor with multiple encrypted
media streams fully integrated into its playback
devices. Selecting an integrated IPTV hardware
solution means choosing security and reliability.
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b) Media Players
The convergence of digital signage with IPTV
is particularly notable in the advance of media
players. Up until recently the powering of
individual displays required each screen be
fitted with its own PC, which only increases the
burden on the network.
If customers are going to spend time tailoring
the deployment and design of an IPTV/digital
signage solution it is advisable to seek one that
can select, play and control multiple different
media. Combinations of third party TVs and
media players will not have a unifying client to
address this crucial requirement.
Today’s systems can be fitted with dedicated
low power, pocket sized streaming media
players containing all the processing
performance to enable high data rates and
render content with a functionality that
enables HTML5 to be distributed alongside
rebroadcast TV.

Some hardware players can download and
display basic web pages and RSS streams
from the Internet. Accurate device timing for
scheduled playlists can also be sourced from
the Internet. Integrating generic technology
into this critical part of the IPTV network is a
risk. What will corporate AV teams do if a media
player malfunctions? Or a screen goes blank?
Even if 99 out of 100 screens are functioning,
that one lost screen is sending out a message
that could potentially damage the brand.
What’s more, sending someone to an on-site
visit each and every time a problem arises is
impractical and expensive.
There is a better solution. Working with
a reseller or SI which can supply every
component from a single source in the
confidence of knowing there is just one
phone call required every time to fault
check and resolve any issue.

c) Content Management System
Live streamed broadcasts, internally encoded
streams, HLS live streams, iVod (interactive
video on demand) and VOD content all come
together under the Content Management
System (CMS), the management hub of any
IPTV/digital signage system.
The CMS gives system administrators full
control of the media environment they are
creating for their particular business. It provides
all the day to day functions needed to capture,
manage, store and dynamically display all
media assets enabling pin-point targeting of
information on the basis of location, time or
content - the right media to the right audience
at the right time.
It provides a single point of management for
media networks from a single site to a global
scale. Content can be assigned to playlists for
looped, aggregated daily or weekly distribution
where the client controls what is played
and when. Selection lists place the content
selection in the hands of users with different
media selectable as channels using a remote
at the player.
As well as creating and publishing web pages
and TV channels from within the CMS, users can
configure various graphical elements. Icons can
be assigned to individual media
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items and branding for a team, company or
department set into the page. Additionally,
users can link internet and internal tickers to
the stream.
It should work to industry standards for video
and audio and should have the capability to
support all standard file sources and resolutions
of at least 1080pHD and 4K as required.
The CMS is not only about creative
configuration. It also incorporates delegated
local administration and encrypted server/
client communications by collecting information
about all equipment installed on the network.
New hardware will automatically be discovered
by the CMS while changes to IP addressing
or device names will automatically be
synchronised with it. Software upgrades for
all devices on the network can be applied from
this holistic hub.
Because IPTV/digital signage systems can
involve assets in multiple, or off-site, locations,
being able to remotely manage and control the
hardware and the content can be enormously
beneficial. A fully integrated CMS solution in
total control of every asset should be able to
remotely discover and repair many network
problems without costly service visits.

www.mediastarsystems.com

09

SECURITY - LOCKED
Security conscious customers need to know
that all content streamed over their network
is not going to be illegally accessed, copied,
hacked or tampered with in any way.

The most robust solutions will have additional
locks and keys. These systems prevent
unauthorised access to media files, live streams
and other content as it is distributed from the
source throughout the IPTV system.

IPTV/digital signage solutions should have
basic security features such as digitally signed
playlists, selection lists and media lists that the
system administrator can use to control the
selective viewing of content on different screen
outlets, or on user’s PC or Mac software clients.

The three major types of content security
system to look for are:
HDCP Pro protected content
AES encrypted content
Pro:Idiom protected content

HDCP Pro Protection
The HDMI output on a video ‘source’ device
provides a digital video and audio signal which
allows it to provide a ‘perfect’ TV picture to a TV
display. The TV display then takes the ‘perfect’
picture, scales it and shows it on its own OLED/
LCD display.

The standard HDCP content protection
system works well in a domestic environment,
however it is extremely restrictive in a corporate
environment, when the company has permission
from the content provider to view the protected
content in multiple locations.

In order to prevent the ‘perfect’ HDMI digital
TV picture being illegally reproduced, the digital
signals on the HDMI output are frequently
encrypted. The encryption system used for this
is called HDCP (High-bandwidth Digital Content
Protection) and it is administered by Digital
Content Protection LLC (DCP LLC).

That’s where the HDCP Professional (HDCP Pro)
standard comes in. It lets authorised equipment
manufacturers make equipment which streams
HDCP protected content to an unlimited number
of screens.

HDCP encrypted video and audio signals to
the ‘sink’ device. In the case of a TV, it receives
the encrypted signals, decrypts them and then
shows them on the OLED/LCD display. If the
‘sink’ device fails any of these tests, then the
‘source’ will typically only output a simple TV
picture showing an error message, not the
protected content.

HDCP Pro allows a set top ‘source’ device (such
as a satellite or cable receiver) to provide a HDCP
protected output to a HDCP Pro encoder, which
can then encode, encrypt and distribute the
TV pictures and audio across an IP network to
the system’s endpoints. The endpoints receive
and decrypt the stream and then output the
TV picture to a display, using a HDCP protected
HDMI cable.

AES Protection
AES (Advanced Encryption Standard) is an
industry standard encryption process that is
used as the underlying encryption ‘engine’ of
many branded encryption systems. In a IPTV/
digital signage network, AES can be used to
protect live streams and video files if they are

10
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not already being protected using Pro:Idiom or
HDCP Pro. AES content protection can be used
in addition to the creation of selection lists and
playlists, that control user access to content
according to the user or screen identity.
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Pro:Idiom Protection
Pro:Idiom is a proprietary content encryption
system, that is predominantly used in the US
hospitality industry. It is a mature system, made
by LG-Zenith and is well trusted and recognised

by cable TV and satellite TV companies.
Typically, ‘low value’ TV channels are provided
unencrypted, but high value, HD TV channels
are encrypted with Pro:Idiom.

Triple Lock
These three security systems can all be
integrated into a single IPTV/Digital Signage
system, so that they are easy for the installer
and system administrator to implement and are
transparent to users in normal use.
HDCP Pro protection is automatically switched
on when HDCP protected sources are input
into HDCP Pro encoders; the MediaStar AES
encryption system uses a simple on/off switch
and a system-wide AES key that is ‘dropped’ onto
the Media Manager workspace; Pro:Idiom

encrypted streams safely pass through the
network to secure display set-tops.
It should also be remembered that all
MediaStar hardware devices use locked down
operating systems that cannot be hacked. Nor
do they allow any non-Cabletime-approved
software to be loaded onto them.
Together these comprehensive security locks
combine to create not only one of the most
secure but easily configured IPTV and Digital
Signage systems on the market.

HDCP PRO
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CHOOSING AN INTEGRATION PARTNER
When it comes to choosing a partner to
help with the integration, there are two
competing philosophies for corporate clients
to consider. One option is to select a reseller,
systems integrator or consultant to integrate
all the hardware and software elements
of an IPTV system from multiple disparate
sources. This may have the advantage of
offering the least expensive components for
an overall lower cost solution.
The other philosophy is to look for a partner
to provide the entire solution from head end
devices to media players and all the software
and controls in between. A reseller or SI
promoting a vendor that designs, manufactures
and supports its own hardware will also be
able to provide one port of call for all training,
all network queries and all ongoing service
requirements.
For clients wanting absolute control over the
quality and capability of the technology and
who want to future-proof their investment, an
integrated approach is right for them.
Even with the most exacting design criteria and
stringent manufacturing controls, sometimes
products in the field will fail and require repair
or refurbishment.

12
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A single integrated approach:
Gets projects up and running without the
heavy hands-on engineering necessary to
integrate multiple third party systems
Offers advice on tap for augmenting
corporate IP networks
Puts quality of service under the
client’s control
Meets and grows with a client’s business
model far beyond the initial scope
of the project
Accelerates access to the latest software
upgrades and spare parts for the lifetime
of the deployment
Incorporates staff training as part
of the solution
Minimises weaknesses in the system with
consequently fewer points of failure
Operates a dedicated service centre offering
fixed cost repairs and prompt turnaround.
Reduces total cost of ownership
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CONCLUSION
IPTV/digital signage creates infinite new
opportunities for the kind of personalised
consumer experiences that businesses need
to deliver today. It opens up possibilities
from increasing sales in retail outlets, to
conveying information and entertainment
in an airport or travel terminus, providing a
smart and informative presentation in public
reception areas to providing emergency
alerts on a college campus.
Synchronous with the higher resolution of
a 4K screen, an IPTV/digital signage solution
enables customers to design and distribute
different media communications from video
to HTML5 on the same platform. What’s
more, it is a solution which brings together
differing video requirements under one
technology, largely HTML5, so the AV team
will be free from routine wiring tasks and
able to focus on the creation of a better user
experience from source to display.
Investment in IPTV/digital signage can
reap dividends in terms of corporate
communication and brand messaging.

However, this investment is at risk of limited
return if attention is not paid to selecting
the appropriate core technology from a
partner who intimately understands
its implementation.
For example, running IPTV/digital signage
over a corporate network requires Multicast,
a technology which has huge benefits in
being hardware and bandwidth efficient, but
one that can be problematic if not managed
and supported correctly.
Conversely, a properly integrated suite of
software and hardware products can create
a comprehensive and fully managed IPTV,
streaming and signage system and provide
enterprise AV and IT teams with confidence
in its data integrity and longevity.
For clients wanting absolute control over the
quality and capability of the technology and
who want to future proof their investment,
an integrated approach is right for them.

IPTV Solutions
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ABOUT MEDIASTAR SYTEMS
MediaStar Systems is a leading
manufacturer in IPTV, streaming and
digital signage. The company specialises in
designing products that provide innovative
media distribution systems for organisations
of every kind, across the world.
The MediaStar suite of products has been
developed to manage, communicate and
display any organisation’s visual messages
to the right people at the right time.

Every single project is unique, which is why
we take the time to listen to, and understand
the needs of all our clients. With over 30
years’ experience in the IPTV revolution, we
have the technical expertise and quality of
service to meet those requirements
every time.
MediaStar installations are at the heart
of over 2,500 organisations across many
different industries and throughout the
world. With on-LAN and off-LAN products
and powerful management software, the
MediaStar range has a solution to fit every
requirement and every budget.

OUR CREDENTIALS
HEVC Advance
https://www.hevcadvance.com
HDCP Adopters
https://www.digital-cp.com
https://www.digital-cp.com/licensee-list
https://www.digital-cp.com/HDCP_Pro_
Licensed_Adopters
Cabletime Limited HDCP
2.x Licensed Adopter
HDMI.ORG
www.hdmi.org
Adopter Since May 2008
MPEG LA
http://www.mpegla.com/main/default.aspx
AVC/H264 Patent group, HEVC, ATSC,
MPEG-2, MPEG-4
http://www.mpegla.com/main/programs/
HEVC/Pages/Licensees.aspx
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H265 HEVC
Velos Media Patent Group – HEVC H265,
contact info@velosmedia.com
SRT Alliance
Secure Reliable Transport Protocols
https://www.srtalliance.org
Dolby Digital
Licensed Dolby Manufacturers
https://www.dolby.com/us/en/professional/
licensing/licensed-dolby-manufacturers.
aspx#C
PRO:IDIOM
Licensed Manufacturer
https://www.zenith.com/proidiom/
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HOW IT WORKS
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MOUNT

In partnership with

www.mediastarsystems.com

15

CONTACT US
UK (HEAD OFFICE) Doing Business as
Cabletime Limited MediaStar Systems

USA
MediaStar Systems USA

ASIA
Cabletime Asia

64 Greenham Road, Newbury,
Berkshire, RG14 7HX

100 Valley Road, Mt Arlington,
New Jersey, NJ 07856

Room 2504, 25/F, Westin Centre, 26 Hung
To Road, Kwun Tong, Kowloon, Hong Kong

Telephone: +44 (0)1635 35111
Fax: +44 (0)1635 35913
Sales enquiries: sales@mediastarsystems.com

Telephone: +1 973 770 8070
Fax: 201-621-5088

Telephone: +852 3101 2650
Fax: +852 3101 2640

Sales enquiries: usa@mediastarsytems.com

Sales enquiries: asia@cabletime.com
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